
Trust Newsletter - Online Safety
Winter 2019



Welcome to the Autumn edition of 
the Online Safety Newsletter.

Welcome to the third edition of the Online Safety Newsletter. 

In the Summer edition we covered topics including cookies, secure 
passwords and the dangers of anonymous communications online. 
We also had some excellent contributions from our student digital 
leaders from across the trust.

I hope you find this edition of the Online Safety newsletter informative 
and interesting to read. If you have any suggestions for inclusion in 
the next edition please email: onlinesafety@viat.org.uk 

Mr K Eke
Network, e-Safety and 

Web Development Support



What’s inside this issue?

• Computers can make toast in their CD Drives! Make sure you 
check your facts when online!

• Influencers.

• Phishing.

• Put down your phone… I can’t! How websites and social media 
keep you using their sites.

• Cyberbullying: how to spot it, prevent it and what to do about it. – 
Article by uSwitch.

• Online banking.

• Be internet awesome.



Computers can make toast in their 
unused CD Drives!

No they cannot. Whilst I am sure many of us would not turn down 
the opportunity to have our computer make a tasty snack, the title 
of this article is completely incorrect. However, it does capture the 
readers interest.

There are a number of techniques used by online companies and 
individuals to catch your attention and encourage you to click on 
their links. Some are more truthful than others.

Picture this, you are looking for articles about climate change and 
you come across an article about the recent Amazon forest fires. 
You read the statistic that the Amazon provides 20% of the world’s 
oxygen, something the French prime minister, along with many 
media outlets, has tweeted. In reality it is between 6% and 9%. 
Interestingly the Amazon actually consumes most of the oxygen it 
produces. The crisis is something very important in terms of the 
environment and needs to be resolved. However, stories like this 
highlight the importance of fact checking online. 

Check your facts!!!

The French Prime Minister 
stated that The Amazon provides 

20% of the world’s oxygen...



When researching for a project in school, or in 
life it is important to verify that what you have 
read online is true. 

You can do this by 
searching multiple sources 
and also using academic 
resources such as scientific 
journals. Verified academic 
sources can often be the 
more reliable places to find 
information.

BREAKING NEWS



When searching for resources or browsing the 
news online, consider the following…

1 Why does someone 
want me to see this? 
Ad Revenue, likes and 
followers; these are all 
reasons why people post 
fake articles. Real news is not always as 
gripping and sensational as people might want. This 
means that news stories are often exaggerated or even 
fabricated in the name of getting a few extra followers. 
An example of this is the social media posts that surfaced 
shortly after the tragic Manchester Bombing depicting 
several fake victims. Many of these posts went viral giving 
social media accounts a huge boost in followers. Some 
media outlets fell for the “fake news” and ran the stories on 
news shows as well as in the papers. If you would like to 
read more about this, please read the following Guardian 
article: https://bit.ly/2sD9HqT  

Is this person who they say they are? 
Sometimes they may be, but in the case of the article above 
they were not. When using social media and other online 
platforms make sure you remember how easy it is for anyone 
to pretend to be someone else. Never add people you do not 
know or share sensitive information with them. If you have 
never heard of a news outlet, take a minute to do some fact 
checking to verify that the author is legitimate.

Is this fact or opinion? 
When reading anything online you should always consider 
whether it is based on fact or opinion. Even the most 
unbiased writer may be inclined to show preferences when 
writing an article, this may be unintentional. Therefore, 
when reading an article consider whether what is written is 
a fact or the opinion of the author. If you are unsure check 
what multiple sites say.
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These rules can also be applied to helping you confirm whether an 
email is genuine or not.



Influencers... by Valley Invicta Primary 
School at East Borough Digital Leaders

Our Digital Leaders discussed the effect of ‘Influencers’ in their daily 
life. 

Our older students, in KS2, considered the effect of social media on 
themselves and those around them. Social media influencers have 
the power to influence people’s choices when it comes to purchasing 
goods. They are usually followed through YouTube, Instagram or 
TikTok and are often paid by companies to promote their products. 
They can become role models for teenagers and younger children, 
giving them unrealistic expectations about themselves and the 
world around them. This can lead to poor self-esteem, obsessive 
behaviour and bad habits which can be damaging 
to a person’s life.

Not all influencers are bad and most are just 
online to earn money.  Some influencers are 
helpful and supportive, giving information 
on how to stay safe online or how to deal 
with bullying. If parents are worried about 
what is influencing their child a suggestion 
is to become a follower too, so that they 
can see what their child is seeing. This 
can then lead to positive discussions about 
role models, being true to yourself and the 
importance of making independent decisions.

Our younger leaders, from KS1, focused on how their family’s use 
of the internet influences them. If their parents and older siblings are 
always on a device are they modelling good behaviour? They felt 
that sometimes they did not get attention when parents were busy 
with their phone or device. When they come home from school full of 
excitement, they have to wait whilst the adult finishes their message 
or conversation. They suggested that they could have set times during 
the day or evening when everyone in the family put away their devices. 

“Greet your child with a smile, not a mobile”
Valley Invicta Primary School at East Borough

How do you 
get your child to 

read books?



Phishing

Is this person who they say they are? 
Simply double clicking the name of the sender can reveal more 
information about where an email was actually sent from, government 
emails will not be sent from a Hotmail account.

Why does this person want my personal information? 
Monetary gain? Marketing purposes? Identity theft? There are a 
number of reasons someone might want to get hold of your personal 
information. This is why it is very important that you do not give away 
your information lightly. Always be cautious when giving information 

over email, or when signing up for 
accounts online and consider why they 
need/want your personal information.

Is this too good to be true? 
It sounds very simple, but simply asking 
yourself this question can prevent you 
falling for a phishing email. If someone 
offers you a computer that can make 
toast for £9.99, it is probably not a 
legitimate offer.

Is this link/email fake? 
Hover over links in emails to check 
where the link is actually taking you. A 

government email will only take you to the government website. If 
you hover over the link and see something different you can assume 
it is fake. 

Check all links on the email, phishing emails will often use 
genuine links to support pages on the email, but the one for 
giving your information will be the fake.

Flash Sale

£29
One time offer!!!!



Put down your phone… I can’t!

Do you struggle sometimes to pull yourself away from social media? If 
the answer is yes then you may not be surprised to learn that a large 
number of people experience exactly the same problem. But did you 
know that this is by design?

Here are some of the psychological triggers used on user interfaces 
to make pages particularly persuasive:

Reciprocation
If a website offers something before it 
asks for anything, you are more likely 
to reciprocate by doing business or 
creating an account. Examples of this 
include giving useful information or 
service for free. How many of us have 
bought something based on the offer of 
free shipping?

Social Proof
When you do not know what to do…copy 
someone else! This is a very natural 
human trait; when people are unsure how something works they 
look at the behaviour of others. If a lot of people are doing the same 
thing then it is viewed as more acceptable behaviour. Therefore, if 
someone has more followers, friends, shares or connections they 
are regarded as a more reliable source of information as they have 
a large “crowd following”.

Scarcity
When you want something, but you cannot have it. People assign 
a higher value to products or services that will soon cease to be 
available. This is used online in the form of time sensitive deals, lack 
of stock or other exclusive benefits used to encourage the user to 
make a purchase they were undecided on.

Based on the article Lanoue, S , 6 Psychological Triggers That Make 
UX Design Persuasive, User Testing Blog  [Online] 
Available at :https://www.usertesting.com/blog/6-psychological-
triggers-that-make-ux-design-persuasive/ accessed 02/10/2019.

FREE SHIPPING
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Cyberbullying: how to spot it, prevent 
it and what to do about it 

In days gone by, bullying stopped the minute the child left the school 
gates. But with always-on technology, kids are always connected, 
which means cyberbullying can happen any time of the day or 
night. It can also invade a child’s home and happen right in their 
bedroom. And because of its pervasive nature, it can be even more 
psychologically scarring.

According to ChildLine, there was a 12% rise in cyberbullying in 2017 
compared to the previous year. But thankfully, there are some things 
you can do about it.

What is cyberbullying?
• It’s basically bullying conducted 

online through chat rooms, social 
networks, emails, text messages, 
gaming platforms and the like. 
These are all accessible from 
a phone, making  any child 
vulnerable.

• It can take many forms, from the 
occasional derogatory comment 
to a sustained campaign of 
abusive messages, pictures and 
actions conducted online.

How can you tell if your child is being 
cyberbullied?
• It’s not easy, just as with real-life bullying, the victim may feel too 

ashamed to tell anyone. But there are some tell-tale signs to look 
out for.

• Your child might want to avoid school or seeing their friends, 
or may show an aversion to using their phone, tablet or other 
connected device.

• They may be nervous or edgy when they receive a text message, 
email or notification.



• They may be unhappy after using their device.

• They may become withdrawn 
generally.

• Some children may display 
some of these symptoms 
and not be the victim of 
cyberbullying, But stay aware 
of your child’s behaviour, 
and be wary especially if it 
changes suddenly.

How can you keep your child 
safe online?
Internet Matters, a non-profit organisation that aims to empower 
parents and carers to keep children safe in the digital world, 
recommends the following tips.

• Talk about it. It’s not an easy subject to broach, but it’s vital that you 
know if they’re being bullied so that you can do something about it.

• If they do open up, listen to what they say and don’t interrupt. Let 
them know it is not their fault and ask plenty of questions.

• Don’t contact the bully and tell your child not to reply. Block the 
bully instead so they can’t continue to harass.

• Keep evidence by taking screen grabs of any abusive behaviour, 
including images, email address, social media handles and phone 
numbers.

• Talk to your child’s teachers but do it discreetly. Making a big scene 
could make the situation worse for your child.

• Report it to the relevant technology platform on which the bullying 
is taking place. Social networks like Facebook, YouTube and 
Twitter all have policies to deal with such behaviour.

• Encourage your child to use their smartphone in the same room 
as you, and not in an isolated environment.

Article by uSwitch - https://www.uswitch.com/
mobiles/guides/mobile-phone-safety/ 



Online Banking

Keeping safe online is extremely important, especially when it comes 
to online banking. Most of us bank online and need 

to take steps to protect our finances. Our 
details can be accessed through pin 

or security codes, which is why it 
is important to protect yourself 

against being tricked into giving 
away personal information. 
Therefore, it is important to 
know if a message or website 
is genuine and what to do if it 
is not.

If you receive a phone call, 
message or link, always check 
before you give away any 

details or click onto any links. 
If a message claims to be from 

your bank, phone your bank and 
ask them if the message was actually 

from them. 

Also, if there is a website asking you for 
your personal details, check at the top of 
the screen and look for the padlock sign. 
If there is a padlock sign, then it is a sign 
that the website keeps your personal 
details safe and secure. Also be mindfull 
when using Public Wi-Fi. The connection 
could be insecure making it fairly easy for 
someone else to steal your personal data.

Remember to keep your passwords private 
as you never know who is listening and you 
never know who you can fully trust. Long 
passwords with numbers, symbols, upper 
and lower case letters are advised for a 
more secure password as they are trickier 
to de-code. In addition, remember to log 

PIN 1473

There is unusual 
activity on your bank 
account. Please click 
the link below and 
type in your pass code.
email: fake bank/your account/scam/email



out of the website or app when you are finished, if someone knows 
the passcode to your phone, they can get 
into your online banking.

Accidentally giving away 
personal information such 
as your address, age and 
phone number could put 
you at risk as you do not 
know who the hacker is 
and their intentions. If you 
notice that money has 
gone from your account 
or you have encountered 
a phishing email, do not 
delete or open it. Instead 
let someone you trust know 
about the situation.

PASSWORDS



Be Internet Awesome

To make the most of the Internet, society needs to be prepared to 
make smart, impactful decisions intuitively. Whether you are a video 
game enthusiast, obsessed with all things tech, or a working adult 
too busy to prioritise your online security, here is a guide to look after 
yourself and others while on the web. 

The initial course of action is to be alert; this involves knowing if 
something is too good to be true. If an email or site is promoting an 
unbelievably good offer - there is a real possibility of it being a scam. 
To put it lightly: do not fall for the fake 
message. This can be avoided by 
being diligent, and by checking the 
websites Uniform Resource Locator 
(URL). If the URL begins with https 
(this stands for Hyper Text Transfer 
Protocol Secure), and appears as a 
green padlock – you are good to go. 
More importantly, falling victim to a scam can happen to anyone; just 
make sure a trusted adult is told straight away and ensure that your 
passwords for your accounts are immediately changed.

A vital part of internet well-being is being internet 
strong. Each of your accounts should have 

a password that is unique, creative and 
secure. Avoid using any personal 

details such as names, birth days 
or addresses. Common words 
and passwords are also a huge 
no go! 11% of the 3.4 million 
passwords are 1234. Creativity 
and originality are key to 
creating an account that will not 
be vulnerable to hacking.

One should also be internet 
smart in the journey to complete 

internet awesomeness. Your 
presence online is just as important 

as your presence in real life - nothing is 

1234Ptb24!?



ever truly erased once it has been posted. Thinking before you post 
is fundamental; it is important to know when not to post anything. 
No reaction is better than an irrational reaction as your online image 
has a lasting impression and will mostly likely come back to haunt 
you! You should always protect your secrets, too – do not share your 
address, email, phone number, passwords or any other personal 
information with strangers. If you would not tell a stranger on the 
street, you should not tell a stranger online. Also, do not assume 
your friends, or other people, online will perceive you the way you 
hope they will.

Final advice towards the improvement of your online presence is putting 
your courage into practice. Find something negative? Say something! 
If it makes you feel uncomfortable or you are offended, do not be afraid 
to report it - be brave and talk to someone. Asking for help when in a 
difficult situation is brave and it is important to talk issues out. Most sites 
have a ‘report’ or ‘block’ 
option to help improve 
your online experience 
and the experience 
of others. It is always 
wise to screenshot 
the evidence to gain 
evidence of your 
situation. A 2016 
report from the Cyberbullying Research Center indicates that 33.8% 
of students between the ages of 12 and 17 have been victims of 
cyberbullying in their lifetime - a statistic that can be reduced by being 
brave and knowing your way around the safety procedures.

A final word, please be aware of your actions regarding your safety 
and help the web be a positive, safe space for everyone.

Phoebe Church
Year 11

REPORT BLOCK





Sources

uSwitch: 
https://www.uswitch.com/ mobiles/guides/mobile-phone-safety/ 

Live Streaming, Top Tips for Parents
http://www.nationalonlinesafety.com



Follow us on social media...

  @VIATSchools

  Search for Valley Invicta Academies Trust

We welcome any feedback on this term’s issue of our Trust‘s 
Online Safety newsletter,  as well as any ideas of content 
you would like to see included in next term’s edition.

Please email your feedback to: onlinesafety@viat.org.uk 
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