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Welcome to the Summer edition of the
Online Safety Newsletter
Welcome to the fourth edition of the Online Safety Newsletter.
This edition has been written whilst I have been working from home,
a situation many of us have found ourselves in during these strange
and difficult times.
With all of us using the internet and technology even more during
this time, it is more important than ever to ensure we are able to use
the technology safely.
I hope you enjoy reading this edition of the Online Safety newsletter,
and I hope you and your families are keeping safe and well.

Mr K Eke
Network, Online Safety and
Web Development Support

What’s inside this issue?
• Scam emails and phone calls.
• The importance of device downtime.
• How to protect your privacy when online.
• Apps for keeping a positive mindset and helping you focus.
• How to increase your productivity when working on an iPad.
• Be a champion for a better digital community!
• TikTok and Houseparty fact sheets from National Online Safety.

Scam Emails and Phone Calls
Working from home means that many people are spending longer hours
in front of a screen or answering the phone. Whilst it is great that we
are able to continue with the work we need to do, there are people who
seek to take advantage of this increased screen time. A large number
are even using current events to trick individuals into handing over their
sensitive information!
The purpose of this article is to highlight to you some of the
common tricks that are being used and how to make sure you do not
fall victim to such a scam. This is not an exhaustive list but one which
should help you identify some of the possible security issues and
concerns so that you are more aware.
Scam 1 - Fake official text messages
This is where fraudsters try to trick
unsuspecting individuals by sending texts
such as the one pictured. Although it may
appear to have been sent from the same
number that sent the national text about
staying at home, it was not. Instead,
both the number it is sent from, and the URL,
have been spoofed. This was designed to
collect individuals financial information by enticing them to click the link
and believe it to be from a legitimate source. This sort of scam text can
be used to pretend to be your bank or any other business you have an
account with. This is done in a bid to get you to hand over your
personal information. If you receive a text such as the one shown, report
it to the company that is being impersonated so they can make other
customers aware of the scam being circulated.

Scam 2 - Computer Service Fraud
Another very common scam that fraudsters use is to call, or email
individuals to say there is a problem with their device. Some, may
use a pop-up that appears while you are browsing the internet.
In the event you receive a call, email or pop-up like this you should
ignore it. Large companies like Microsoft do not constanly
monitor peoples’ devices ready to pick up the phone to offer support
to those with viruses so do not fall for this scam!
Tips for avoiding this type of scam
		
		

Never install software or give remote access to your
device because of a cold call or email.

		
		
		

Genuine organisations will not ask for your financial
information unexpectedly. They would never ask for
your PIN or passwords so do not give these out!

		
		
		

Talk to friends, family or colleagues if you need tech
support as they may be able to provide you with the
advice you are looking for.

		
		
		
		
		

If you have already given access to your computer then
you should take your device to a business you trust to
remove the unwanted software. You should also monitor
the activity on your various accounts and change your 		
passwords (on a separate device).

Scam 3 - Online Shopping Fraud
Being at home as much as we are at the moment means that
the number of people ordering things online has sky-rocketed.
Unfortunately, this has also provided scammers with the perfect
opportunity to target people who are not expecting it. They entice
unsuspecting users to go for unrealistic offers or request products
sent to them.
When buying products online, only make purchases from or enter
your personal information into reputable business websites.
Look out for the padlock in the address bar. If, it is not there then do
not enter any information. Without the padlock in the address bar
your connection with the site is not secure. This means that it is far
easier for your details to be intercepted and stolen.
Avoid paying for items via bank transfer. This is because if it is a
scam it offers you very little protection. Try to use a credit card or
payment service such as PayPal instead.

Scam 4 - Your account has been compromised
This is possibly one of the more well known scams. It is when you
receive an email or text message to say that your account has been
compromised. Not only this but you will also be informed that you
need to take action NOW to save your information.
Naturally, when people receive an email with this sort of wording
they panic. Due to this, they click links or open attachments as a
reflex... only to realise 30 seconds after entering their information it
might have been a scam.
If you receive an email like this take a step back, read it carefully
and look for anything suspicious. Open the email on a computer
and hover over the link, in the bottom right corner does the website
address shown match what you expect.
If you are genuinely concerned that your account has been hacked
then login to your account as normal and check for any alerts there.
Do not login using links provided to you in the email.
Hopefully you will find this list of possible security issues
useful and informative. Remember, stay alert and if it feels
suspicious, or too good to be true… it probably is.
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The importance of device downtime
As of 2019, 8 to 12 year olds spent almost 5 hours a day using
screens each day. Once they become teenagers this rises to
approximately 7 and a half hours a day! It is not much better in
terms of the statistic for adults either. Adults are reported to be
spending 11 hours a day on average looking at a screen of some
description.
These statistics were before many people were forced to begin
working from home. It would therefore be sensible to assume these
figures have risen recently.
With such high numbers it is increasingly important that we allow
ourselves time away from our devices to have a breather and get
moving! It also provides an excellent opportunity to take a step back
and talk to the people around you, face to face!
Here are three top tips for you to give yourself some much needed
device downtime...
If you are using
an Apple device keep
track of how long you are
using your device for by
switching on Screen Time in
settings. If you find you are spending too much time on the device
consider ways you can
reduce it.

Play some offline
games with the people
around you. If you do not have
any consider making your own!
Alternatively, think of a skill you
would like to learn and spend time
practicing that.

Schedule
yourself regular breaks,
you could do this by setting
alarms on your phone. During
each break do not go and sit in
front of another screen consider
a way to be active, such as an
exercise challenge.

How to protect your privacy online
This section will enable you an opportunity to reflect on how you could take
some small steps to help protect your privacy when online.
1. Avoid oversharing on social media, think before you post! You may often
reveal more than you intended to in a post. For example, the post below
may seem perfectly sensible to share.
However, at a second glance it reveals the person’s location and also that
they are not going to be home for 2 weeks. This information, when given
to the wrong people could put your property at risk.

Anne User

Can’t wait to get to the airport before we leave
for 2 weeks in Spain!
Location: Fake Street, Maidstone

2. Use strong and unique passwords! You should always try and use different passwords for different accounts where possible. Your email account
should have the strongest password of them all, since it is the “Skeleton
Key” to the rest of your accounts with the wonderous password reset links.
If all your passwords are the same then it also means that if one password
becomes compromised all, of your passwords will be. This means you
would have to reset all of them in quick succession to maintain security if
there were a breach.

3. Install and use Internet Security Software. Make sure you have anti-virus
software installed on your device and that it is switched on! Most devices
come with free built-in security software. However, if you are not using it
regularly to scan your device and updating the software you can continue
to expose your device to potential threats.

Apps to help keep a positive mindset
The online world brings a huge number of wonderful
opportunities – here we consider a range of resources which
you could use to help maintain a positive mindset.

ThinkUp

A great app which gives you a positive
affirmation to read every morning, to help get
you into a positve mindset.

Happify

Happify provides science-based activities and
games to help reduce stress, to overcome
negative thoughts and build resilience.

Headspace

Inspiring stories and mini-meditations to help
get your day off to a great start and keep it
there!

Calm

An app which helps reduce anxiety and lower
stress. Particularly effective at improving the
quality of your sleep and meditation.

Apps to help keep you focused
Struggling to maintain focus and ensure that you are not
distracted by your devices? If the answer is yes, then this
is the section for you. These apps are intended to help you
maintain your focus and keep your productivity high.

Forest: Stay Focused

Plant your very own virtual forest! You set timers for
how long you want to maintain your focus for. If, you
do not touch your device during that time a tree gets
planted, otherwise the tree is lost. The challenge is
to grow the best ‘Forest’ you can!

Stay Focused: App & Website Block

Helps you stay in control of your device usage by
tracking your activity and helping you to limit your
use of certain apps and websites.

Study Bunny: Focus Timer

Time your studying, hit pause if you cannot stay
focused and this app will give you some
motivational advice. Earn coins the longer you
study for and buy treats for your bunny.

Ayoa

Tired of pages and pages of written notes. Try
using this app to make beautiful looking mindmaps that make remembering information much
easier.

Increase your productivity on your
iPad...
There are a number of helpful features on the iPad to help you be
more productive.
Here are a few to help you accelarate your productivity...
• Drag the apps you use often to the iOS Dock (The bar at the
bottom of the home screen). This allows you quick access to the
apps you need most often, without having to scroll through pages
of apps!
• Make use of the Control Center when you want to change 		
settings, start a screen recording or take a screenshot. Use the
Control Center which you can access by swiping down in the
top right corner of your iPad. You can also customise the controls available to you by going to settings and typing “Customise
Controls”.
• Use two apps at once with Split View Multitasking! First make
sure you have “Allow mutliple apps” turned on under Multitasking
& Dock under the General tab in Settings. Then open an app you
want to use and then swipe up to see the Dock. Drag the second
app you want to have open from the dock up the screen and to
the right. Once you release it you should now have two windows
open side by side. You can then adjust the split by dragging the
divider left or right.

Be a champion for a better digital
community
Safer Internet Day 2020 was celebrated across the globe on 11,
February. The theme this year was: Together for a better internet.
Across the Trust our schools took part in assemblies and other
activities to help them improve their digital wellbeing, and the wellbeing of other people online.
Currently, there is a lot of hate and negativity which is spread on
social media which leads to statistics such as the one below...

Source: UK Safer Internet Centre, 2020
Everyone who posts online should be careful about what they
share. Consider how you and your family can help spread positivity
online to make the internet a safer and happier place to be.
Try to consider how you can do your bit; whether it is checking in
with a friend every now and then to see that they are okay, or		
posting positive things that have happened in the world, for example the baby elephant born recently at Howlets!
Small things like this can make a huge difference towards making
the internet a better place along with reporting harmful or upsetting
content. https://www.saferinternet.org.uk/

Follow us on social media...
@VIATSchools
Search for Valley Invicta Academies Trust

We welcome any feedback on this term’s issue of our Trust’s
Trust‘s
Online Safety newsletter, as well as any ideas of content
you would like to see included in next term’s edition.
https://www.vecteezy.com

Please email your feedback to: onlinesafety@viat.org.uk

